
TSD
Tjenester for sensitive data

Services for Sensitive Data



https://www.uio.no/english/services/it/research/sensitive-data/tsd-video/


TSD overview
• In production since 2014


• Norway's largest PaaS eInfrastructure for 
sensitive data


• >10.5k unique users, >1.8k active projects


• Receiving 3500+ user support cases per 
year


• 4 PiB of storage and growing


• National service via Sigma2: 
financing HPC and storage





Active projects





Isolation & security

• All projects are isolated on the network level


• Assures no data flowing between tenants


• Users work within secure environment of their project


• All logins with enforced 2FA





Start research project

Collect consent and data

Analyse data

Get user accounts, credentials

Publish results

Share data

Project lifecycle





Usage patterns

• Primary interface is remote desktop


• File transfer via RESTful API


• HPC


• Containers


• Custom application development
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Project creation

• REK/NSD/Datatilsynet/Personvernombud - required ethical approval


• Submission done with DIFI digital signature


• 10 working days for processing


• No limitation on who can apply as PI, or member


• Different pricing for different affiliations





Colossus3
• Parallel jobs


• 2176 AMD CPU cores, 17TB memory


• Apply for hours via Sigma2


• CentOS 7


• Supports containers


• GPU nodes for machine learning 


•Dragen, FPGA, special gene sequencing hardware


• https://www.uio.no/english/services/it/research/
sensitive-data/use-tsd/hpc/index.html

https://www.uio.no/english/services/it/research/sensitive-data/use-tsd/hpc/index.html
https://www.uio.no/english/services/it/research/sensitive-data/use-tsd/hpc/index.html




Project roles
• Principle investigator


• Initial applicant


•Responsible for project setup and rights management


• Rights


• Admin- right to assign/remove rights


• Export - right to export data from TSD


•Custom - to manage custom file access





User creation

• User applies


• Project administrator approves









Self service credentials management

• Login with TSD account or via ID-porten


• Change password


• Set new one-time passcode secret


• https://selfservice.tsd.usit.no 

https://selfservice.tsd.usit.no




Data collection overview
• Structured data - e.g. surveys, longitudinal


• Unstructured data


• Automated data import


• Webapp/mobile development


• Dynamic digital consent


• Secure video recording


• Extensible services





DEMO: Nettskjema

• Can use UiO or ID-porten credentials


• Must specify data formats (codebooks)


• Automatic dataset construction for use in 
statistical software


• https://nettskjema.no

https://nettskjema.no




DEMO: Unstructured data import
• https://data.tsd.usit.no 


•Granular access on uploads


• Import and Export


•Unlimited data sizes


•Resume


• Available anywhere


• api.tsd.usit.no


•Command-line client


•Useful for automation


•Custom app development

https://data.tsd.usit.no
http://api.tsd.usit.no




Automating data import

• tsd-api-client


• https://github.com/unioslo/tsd-api-client 

https://github.com/unioslo/tsd-api-client




Secure video recording

• Desktop app - record and stream, 
no intermediate storage


• Available on data.tsd.usit.no


• Feature supports audio only 
recording as well

http://data.tsd.usit.no




App development

• App developers and project managers 
to assist custom requests


• API docs: 
https://data.tsd.usit.no/api/tsd-api-
integration.html


• tsd-contact@usit.uio.no

https://data.tsd.usit.no/api/tsd-api-integration.html
https://data.tsd.usit.no/api/tsd-api-integration.html
mailto:tsd-contact@usit.uio.no




Consent automation
• Dynamic digital consents


• Integration with Nettskjema


• Support for digital signatures


• Researchers get


• Portal with overview


• API for programmatic checks


• End-user portal with insights, withdrawal, etc


• HelseNorge integration on the way





TSD Consent Portal 
from the 

consentor's view, 
e.g. a patient



Sending out a 
request for consent



The project 
manager's 

insights





Sharing sensitive data via metadata

• Collaborations:


• Tryggve2/Heilsa, local EGA


• EOSC-Hub/EOSC-Nordic/DICE, Secure 
B2SHARE


•NSD, ambition: provide links to data

https://localega.readthedocs.io/en/latest/
https://www.eosc-hub.eu/catalogue/Services%20for%20sensitive%20data
https://www.eosc-hub.eu/catalogue/Services%20for%20sensitive%20data


Contact
tsd-drift@usit.uio.no


tsd-contact@usit.uio.no

mailto:tsd-drift@usit.uio.no
mailto:tsd-contact@usit.uio.no

